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1. Introduction

This document covers the web application programming interface (API) of the MoneyScience.com website. 

2. API Keys

In order to make requests you will need an API key. The API key is split into two parts, a public key (which you send to MoneyScience.com in a request so we can identify you) and a private key (which you must keep secret and is used to sign your requests sent to MoneyScience.com). By signing your requests and sending us your public key we are able to authenticate that your request is actually from you.  To obtain an API key you need to:

1. Login to MoneyScience.com
2. Navigate from the top menu to ‘Tools’ and select ‘Studios’ from the drop down menu

3. Once the Studios homepage has loaded, select ‘API Key management’ from the left hand side menu

4. Enter a reference on the ‘API Key management’ page and click ‘Generate key’.

5. Take note of the public and private keys. Please keep your private key secure.

3. Making requests

3.1 Types

There are currently two request types, GET and POST. In general a GET request sends a little information and returns more and a POST request is a data submission to the site.
3.2 Authentication

Authentication is used to prove your identity on MoneyScience.com. Regardless of which request types is used authenticating against a service is the same. MoneyScience.com uses a custom HTTP scheme based on a keyed-HMAC (http://en.wikipedia.org/wiki/HMAC) for authentication. To authenticate a request you must first gather selected elements of the request to form a string. This string in combination with your private key is used to generate the HMAC of the string. You will need the following values to generate your string:

3.2.1 Date

The value of the date must be one of the RFC 2616 date formats (http://www.ietf.org/rfc/rfc2616.txt) i.e. Tue, 18 Aug 2009 15:59:59 +0000 

3.2.2 Request method

This will be either ‘POST’ or ‘GET’ depending on your request

3.2.3 Endpoint

This is everything after the end of the website address i.e. for this page


http://www.MoneyScience.com/pg/api/rest/?method=studio.ping


the endpoint would be


/pg/api/rest/?method=studio.ping

3.2.4 Content-MD5

If your request is a GET then the Content-MD5 value is always empty, otherwise if it’s a post you must generate a base64 string based on the md5 hash of the content of the body of the POST.


i.e. Base64 ( md5 ( body-of-your-post ) );

Remember to pass the raw binary md5 output to Base64 to generate the correct string.

3.2.5 Your public key

This is your public key as generated on MoneyScience.com
3.3 Building your string to sign

Using the values you’ve defined or collected above you should be able to create a string that you’ll use to sign, the string is in this format:


“Date\nRequestMethod\nEndpoint\nContentMD5\nPublicKey\n” 

where \n is a standard line return and all text in red is replaced with your values.

3.4 Signing your string and hashing

We need to reproduce your signed string with the one you generate and to make sure that we can do this consistently we use a process called canonicalization, which basically means we make sure your hash is built in exactly the same way as we would build it. There are a few steps to doing this:

1. You need to UTF-8 encode the string to sign, so that the string is always in a consistent character format.

2. Then you take the UTF-8 encoded string and generate a sha1 or sha256 HMAC using your private key to sign the string. Make sure you return the raw binary output of the hasher.

3. Then Base64 the raw binary HMAC to make it into a format suitable for sending over the internet.

In PHP that code would look like this:


$auth = base64_encode ( hash_hmac ( 'sha1', utf8_encode ( $stringToSign ), $yourPrivateKey, true ) );

3.5 Required HTTP headers and then send the request

So we can validate the hmac you need to send the following HTTP Headers:

1. X-Hh-Date: This is the same date you used in the string to sign

2. X-Hh-Key: This is your public key

3. X-Hh-Algo: This is the HMAC scheme you used i.e. ‘sha1’ or ‘sha256’

4. X-Hh-Auth: This is your Base64 encoded HMAC of your signed string

5. Content-MD5: Required only if you used a POST, otherwise ignore it.

Then you send these headers and relevant POST or GET fields to our service URL:

http://www.MoneyScience.com/pg/api/rest/
4. Clients

We have prepared some basic clients to assist you with authenticating against our API. Feel free to use them as you wish and let us know of any improvements we can make to them.

4.1 PHP

Our PHP client requires PHP 5.2 with the pecl/http extension. The PHP client is located at:

http://www.MoneyScience.com/mod/studios/client/php/
and example requests can be found at:


http://www.MoneyScience.com/mod/studios/client/php/examples/
4.2 Java

The Java client requires the Apache Commons Codec version 1.4, which you can get here:


http://commons.apache.org/codec/download_codec.cgi
The Java client class itself can be found at (Note: package as hedgehogs/net/HedgehogsURL.java):


http://www.MoneyScience.com/mod/studios/client/java/hedgehogs/net/HedgehogsURL.java
An example GET request can be found here:

http://www.MoneyScience.com/mod/studios/client/java/TestGet.java
An example POST request can be found here:


http://www.MoneyScience.com/mod/studios/client/java/TestPost.java
4.3 Ruby

A Ruby class to authenticate with our services is located here (examples are at the bottom of the class):


http://www.MoneyScience.com/mod/studios/client/ruby/hedgehogs_api.rb
4.4 Microsoft .Net (C#)


The C# class to authenticate with our services can be found here:


http://www.MoneyScience.com/mod/studios/client/c-sharp/HedgehogsClient.cs
An example GET request can be found here:

http://www.MoneyScience.com/mod/studios/client/c-sharp/TestGet.cs
An example POST request can be found here:


http://www.MoneyScience.com/mod/studios/client/c-sharp/TestPost.cs
